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*** 1st CHANGE ***

[bookmark: _Toc114220845][bookmark: _Toc137558998]7B.7	Authentication for AUN3 devices behind 5G-RG 
7B.7.1	General 
An AUN3 device behind 5G-RG, as defined in TS 23.316 [79], shall be registered to the 5GC by the 5G-RG and shall be authenticated by 5GC using EAP-AKA’, as specified in RFC 5448 [12]. 

NOTE: the storage of 3GPP credentials for EAP-AKA’ is defined in clause 6.
7B.7.2	Authentication for AUN3 devices not supporting 5G key hierarchy



Figure 7B.7.2-1 Authentication Procedure for AUN3 devices using EAP-AKA’
1.  The AUN3 device initiates a layer 2 connection with the 5G-RG either via Ethernet or WLAN. If the layer 2 connection is based on Ethernet, steps 20-21 are skipped. 
2.	The 5G-RG shall initiate the EAP authentication procedure by sending an EAP request/Identity to the AUN3 device in a layer 2 frame (e.g., EAPOL). 
3.  The AUN3 device shall send back an EAP response/Identity including its Network Access Identifier (NAI) in the form of username@realm.  If the AUN3 device supports SUPI privacy, the AUN3 device shall send SUCI in the EAP response/Identity.  
4.  The 5G-RG shall construct a SUCI using null-scheme from the NAI-based SUPI if the NAI-based SUPI is received from the AUN3 device in step 3. The 5G-RG shall send a NAS Registration Request message to the AMF, including the SUCI of the AUN3 device and an AUN3 device indicator. 
5.	The AMF/SEAF shall select the AUSF based on the SUCI in the received registration request and send to the AUSF a Nausf_UEAuthentication_Authenticate Request message, including the SUCI of the AUN3 device and the AUN3 device indicator.
6. The AUSF shall send to the UDM a Nudm_UEAuthentication_Get Request message, including the SUCI of the AUN3 device and the AUN3 device indicator. 
7. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke the SIDF to map the SUCI to the SUPI and select EAP-AKA’ as authentication method based on the SUPI and the AUN3 device indicator. The UDM/ARPF shall generate an authentication vector using the Access Network Identity as the KDF input parameter. 
8. The UDM shall send to the AUSF a Nudm_UEAuthentication_Get Response message, including the EAP-AKA’ authentication vector (RAND, AUTN, XRES, CK´ and IK´), the SUPI. According to the AUN3 subscription data, the UDM shall also send the MSK indicator to the AUSF to indicate that the AUN3 device does not support the 5G key hirerachy. 
Editor’s Note: whether and how UDM sends the MSK indicator is FFS.  
9. The AUSF shall store XRES for future verification. The AUSF shall send the EAP-Request/AKA'-Challenge message to the AMF/SEAF in a Nausf_UEAuthentication_Authenticate Response message.
10. The AMF/SEAF shall send the EAP-Request/AKA'-Challenge message to the 5G-RG in the NAS Authentication Request message.
11. The 5G-RG shall send to the AUN3 device the EAP-Request/AKA'-Challenge message encapsulated in a layer 2 (L2) message. 
12. At receipt the EAP-Request/AKA'-Challenge message, the AUN3 device shall verify the message, generate the authentication response, and derive keys as described in RFC 5448[12]. 
13. The AUN3 device shall send the EAP-Response/AKA'-Challenge message to the 5G-RG, encapsulated in a layer 2 message.
14. The 5G-RG shall send to the AMF/SEAF the EAP-Response/AKA'-Challenge message in an NAS Authentication Response message.
15. The AMF/SEAF shall send to the AUSF the EAP-Response/AKA'-Challenge message in an Nausf_UEAuthentication_Authenticate Request message. 
16. The AUSF shall verify the AKA’-Challenge message as described in RFC 5448[12]. If successful, based on the MSK indicator received in step 8, the AUSF shall generate the MSK as described in RFC 5448[12] and.  Based on the MSK indicator received in step 8, the AUSF shall not generate the KAUSF.
17. The AUSF shall send to the AMF/SEAF an Nausf_UEAuthentication_Authenticate Response message including the EAP-Success, the MSK, and the SUPI. 
18.  Based on the received MSK, the AMF shall not generate the KAMF.  The AMF shall send the EAP-Success message to the 5G-RG. The AMF shall send EAP-Success and MSK to the 5G-RG in N1 message. 
Step 18 could be NAS Security Mode Command or Authentication Result. If Step 18 is a NAS Security Mode Command, it uses NULL encryption and NULL integrity protection, since the NAS security context is not required in this scenario.

The NAS security context is not required in this scenario. NAS security between AMF and 5G-RG is established similar to unauthenticated emergency calls, i.e. with NULL encryption and NULL integrity protection. The AMF/SEAF shall send NAS Security Mode Command to the 5G-RG with NULL security algorithms. 
After receiving NAS Security Mode Complete message, the AMF/SEASF shall send the MSK to the 5G-RG.

19. The 5G-RG sends to the AUN3 device the the EAP-Success message in a layer 2 frame. 
20a-20b. If the layer 2 connection is over WLAN (IEEE 802.11), the AUN3 device and the 5G-RG use the first 256-bit of the MSK as the PMK, from which the WLAN keys are derived. 
21.  The AUN3 and the 5G-RG performs four-way handshaking to establish WLAN secure connection. 
*** 2nd CHANGE ***

[bookmark: _Toc137559144]14.1.2.1	Nausf_UEAuthentication_Authenticate service operation
Service operation name: Nausf_UEAuthentication_authenticate.
Description: Authenticate the UE and provides related keying material.
Input, Required: One of the options below. 
1.	In the initial authentication request: SUPI or SUCI, serving network name.
2.	In the subsequent authentication requests depending on the authentication method: 
a.	5G AKA: Authentication confirmation message with RES* as described in clause 6.1.3.2 or Synchronization Failure indication and related information (i.e. RAND/AUTS).  
b.	EAP-AKA’: 	EAP packet as described in RFC 4187 [21] and RFC 5448 [12], and Annex F. 
Input, Optional: Disaster Roaming service indication, NSWO indicator. 
NOTE:	If NSWO indicator is present then the serving network name contains "5G:NSWO".
Output, Required: One of the options below. 
1.	Depending on the authentication method: 
a.	5G AKA: authentication vector, as described in clause 6.1.3.2 or Authentication confirmation acknowledge message. 
b.	EAP-AKA’:	EAP packet as described in RFC 4187 [21] and RFC 5448 [12], and Annex F.  
2.	Authentication result and if success the master key which are used by AMF to derive NAS security keys and other security key(s).
Output, Optional: SUPI if the authentication was initiated with SUCI, MSK if either NSWO indicator was received as input or MSK indicator was received from UDM.
*** 3rd CHANGE ***

[bookmark: _Toc19634899][bookmark: _Toc26875967][bookmark: _Toc35528734][bookmark: _Toc35533495][bookmark: _Toc45028864][bookmark: _Toc45274529][bookmark: _Toc45275116][bookmark: _Toc51168374][bookmark: _Toc137559152]14.2.2	Nudm_UEAuthentication_Get service operation
Service operation name: Nudm_UEAuthentication_Get
Description: Requester NF gets the authentication data from UDM. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. If SUCI is included, this service operation returns the SUPI. 
Inputs, Required: SUPI or SUCI, serving network name.
Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS) , Disaster Roaming service indication, NSWO indicator.
NOTE:	If NSWO indicator is present then the serving network name contains "5G:NSWO".
Outputs, Required: Authentication method
Editor's note: How the UDM indicates to the AUSF to run primary authentication with an external Credentials holder is FFS.
Outputs, Optional: SUPI if SUCI was used as input. Depending on the authentication method, authentication data (e.g. AKA authentication vector) for the SUPI. AKMA Indication and Routing indicator, if the subscriber has an AKMA subscription (see TS 33.535 [91]). MSK indicator.
*** End of CHANGE ***
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